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Forces Shaping IDV - Trends in Practice
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Emerging threats
that demand immediate action
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Technological
developments
that redefine what’s possible

F.?ly
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Evolving

regulations and

rising user expectations
shaping the new normal







Key Challenges Faced by Businesses
in IDV Today

( Kids’ safety and age verification > ( Digital 1D > ( Staying up to date with regulations >

(Managing customer expectations and experience>
< Regional specifics ) (Deepfakes and mass synthetic identity>

( Issues with data quality leading to inaccurate results> (Data privacy and ethics>




Gartner Notes

“Organizations are on a zero-trust journey, and identity is still
the final line of defense in security. Organizations must adopt
an ‘identity-first business strategy’ to ensure operational
efficiency and competitive advantage.”
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The difference is that two
years ago, just

Today, this year’s data —

covering the USA, UAE, Mexico,
Singapore, and Germany — shows
i as many as

290/ r "i"‘l. OO/O

of fraud decision-makers across
Australia, France, Germany, Mexico,
Turkey, UAE, UK, and the USA
reported encountering identity fraud
in the form of video deepfakes.

have experienced this form
of fraud.



Control of the Data Source
Has Become the Cornerstone
of Defense Against Deepfakes



Deepfakes Are Hitting Companies Harder

~— The share of companies that experienced deepfake —
fraud in the past two years

B 2022 2024

50%

40%

Video deepfakes:
0 29%
20% l Audio deepfakes:

Audio deepfakes Video deepfakes

After aligning the 2024 survey data with the 2022 cohort for a direct comparison )




English

Random Face Generator (This Person Does

Costs for Fraudsters

-=> More Al services for

113

generating fake facial
images, videos, and ID
documents

Free or about $15 per
item on average

Generate random human face in 1 click and download it! Al generated fake person photos:
man, woman or child.

Gender: Age: Ethnicity:

Refresh Image

deepfake generator

All

Online re Art | Reddit | Song | Body

© Deepfakes Web | Make Your Own Deepfake! [Online App]

h om H
Deepfakes Web | Make Your Own Deepfake! [Online App]
Deepfakes App is online deepfake soft rks in the cloud. All you need tc
the res

Log in - Premium

Hoodem
ps /i
Free deepfake generator
Try the free deepfake generator p by Hoo! 'om our list of
i any celebrity's face.

Deepgram

Download this photo for your project
Iy

Create Your Own Deepfake with a Deepfake Video Maker ...
Jul 17, Vid s the best free deepfake maker. Learn to mak

with picture:

Wavel Al
' el.ai > Studio
online-deepfake-maker-free - Studio

tool, our Online Deepfake Maker

nced technology, and versatile outputs



A Critical Step in Combating
Deepfakes is Controlling
the Signal Source

Presentation attack detection (PAD)

Image inspection
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It's Not All About
Deepfakes: Traditional
Threats Still Dominate



Old Threats Are Still Around

58%

Fake or modified
physical documents

Audio deepfakes Video deepfakes Synthetic identity
fraud




Liveness-Centric Approach
for Documents and Beyond
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Comprehensive Checks Along the Flow

Document Data Document Data cross-
capture extraction verification & comparison
authenticity
checks

Client provides

identity information
Selfie Liveness Face

- Identity document capture check matching search

- Selfie

- Video identification

Checks against
databases

- Watchists

-AML, PEP
- etc.

User is verified


#

Technologica
Shifts



The Importance of Al and
ML Tools will Keep Growing



234%

Increase in

threat detection
accuracy

Al and machine learning
iIntegration in cybersecurity has
shown remarkable growth, with
organizations reporting a 234%
Increase in threat detection
accuracy through Al-powered
systems.


https://www.researchgate.net/publication/387187075_Securing_Digital_Identity_The_Convergence_of_Cybersecurity_and_IAM_in_Contemporary_Organizations
https://www.researchgate.net/publication/387187075_Securing_Digital_Identity_The_Convergence_of_Cybersecurity_and_IAM_in_Contemporary_Organizations
https://www.researchgate.net/publication/387187075_Securing_Digital_Identity_The_Convergence_of_Cybersecurity_and_IAM_in_Contemporary_Organizations

Al and ML: Applications for Enhanced

Fraud Detection
@ Behavioral Analytics Real-Time Monitoring
r. 1
Biometric & Visual Recognition
| S |
©
I Predictive Analytics Adaptive Learning
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Neural Networks are Key

for Identity Verification

L

Classification
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Segmentation

— Regression
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~ checkport O_

a Swissport Company

ID verification for 282
mIn passengers

Compliance with civil
aviation law and
elimination of fines

Document checks
done in just 3 seconds

Customer Success Story

Challenge

Checkport needed to enhance the reliability and speed of passport and
document authentication to prevent fraud and ensure security. Manual
verification was time-consuming and prone to errors.

Solution

The company implemented Regula’s solution, which automated the document
verification process using a comprehensive database of security features. This
allowed documents to be analyzed and authenticated quickly and reliably.

Result

Document verification time was decreased by 70%, and accuracy was
significantly improved. Checkport now serves customers faster and more
efficiently while reducing the risk of fraud.


https://regulaforensics.com/explore/customer-stories/checkport/

IDV Will Become a Part
of a More Complex Security
Ecosystem



Bringing Cybersecurity and ldentity
Verification Together

-

Zero-trust ensures a secure
IDV framework by adding
another layer of protection

against fraud.
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Layered
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~

authentication creates

a stronger defense and immunizes
organizations against any

vulnerabilities.

An identity-first approach helps
address security threats before
they expand, minimizing the
impact of cyberattacks.

\_

)

|ldentity management and access
control ensures only authorized
users access services.
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Challenges

Data privacy

GDPR
CCPA
COPPA

AR
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Inclusive
Unbiased



Multi-Layered Approach
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Encryption
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Customer Journey
Orchestration will Be
Inherent to IDV



Customer Journey | |
Orchestration C Phad

\ Document ) | |
- (Database) ( mDL >

A set of flows which allow the _
identity verification process to be ( NFC > (L'Veness> (Seamh>

carried out. Watchlist (Device) Password ( Selfie >
(Face matching> ( Age > -

& (_esignaure )




Better UX and Fraud Protection




Regula Tackles It

~

BUNDESREPUBLIC DEUTSCHLAND | 01X00T47
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|dentity Verification (IDV) Platform is
an all-in-one solution to perform document
and biometric verification, both with Regula
hardware and software, as well as with
existing 3rd-party hardware components and
services.




Digital Identity Will Continue
Gaining Momentum and
Verification Methods will
Broaden



Types of Digital Identity Documents

National elD Mobile Driver’s Licenses Digital Travel Credentials

( uuuuuu uuu
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PASSEPORT % -0+
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7 . . Driver's License
Your driver's license s ready to use
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Key Digital Identity Initiatives

-

elDAS (Electronic Identification,
Authentication and Trust Services)

W3C — Verifiable Credential Data
Model

ICAOQO Digital Travel Credentials

UK’s Online Safety Bill

~

-

The U.S. Department of Commerce’s
National Institute of Standards and
Technology (NIST) is working on a draft
of guidelines

ISO/IEC 23220-x Mobile-Based
Digital Wallets

EU Declaration on Digital Rights
and Principles

NS



https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation
https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation
https://www.gov.uk/government/news/online-safety-bill-bolstered-to-better-protect-children-and-empower-adults#:~:text=Updates%20to%20the%20Bill%20will,is%20a%20child%20or%20not.

Regula Just Introduced Support for DTC
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Secure Server DTC-VC

NFC Scanning Side Verification Creation



Tightening
Regulations

and Demanding
User Expectations



Why Has Regulatory
Complexity Exploded
iIn Recent Years?

0 28 2

More industries are being regulated
More businesses are going global
There’s more fraud

Privacy is increasingly in focus




Gartner Highlights on
Regulatory Factors

What factors will have the most

significant impact on the IDV
landscape by ?

Digital Identity -
Regulations and
Standards

Age Verification
and Parental
Consent Tracking -
Social Media




Age Verification Regulations
are Tightening



Protecting Minors Properly

, Which has applied since 17 , with Prime
February 2024, expressly refers to age Minister Anthony Albanese unveiling legislation
verification measures to protect children online. that would effectively ban users under 16 from

major platforms.

a )
Age Check Certification Scheme ( )
On 31 July 2024,

on their proposed
guidelines for online platforms for protecting

: : : . imposing civil
:2'28;85()”"”6’ which are intended to be adopted penalties of up to $250,000 for failures in age

verification that allow minors to access harmful
\ _/ | content.



https://www.texaspolicyresearch.com/u-s-supreme-court-to-review-texas-age-verification-law/

How an Age Verification Workflow May Look
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User Document Document Biometric Data cross-
initiation Upload JRS verification JRY verification JRS comparison
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Access
decision
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Customer Success Story T CASING LUZERN

Challenge

To launch their online casino, Grand Casino Luzern had to implement remote RemOte |dent|ty
identity verification for all customers. ' .
verification

Solution
The casino adopted Regula Document Reader SDK to automate ID verification, age
verification and data entry. The solution recognizes and verifies identity documents

in seconds, accelerating customer onboarding, reducing manual workload, and Compl iance W|th
minimizing errors. It also enhances fraud prevention by detecting inconsistencies . .
and flagging suspicious documents for manual review. Additionally, Regula ensures age ve I‘Ifl Cat|0n

compliance by verifying attributes such as age and residence without storing
sensitive data, keeping all information securely on the casino’s premises.

Result | S Accelerated
The casino immediately reduced its manual workload while significantly increasing .
the overall security of the verification process. onboardi ng



https://regulaforensics.com/explore/customer-stories/grand-casino-luzern/

User Experience |s One of
the Priorities



Global Shift Toward
User-Centric Design

Not only secure but also fast, seamless, and tailored to users’ needs

4 N

Convenience - Implementing
streamlined workflows

N _

4 N
Customization - Addressing
industries, geographies, and
organizations with unique
requirements

N _

d N

Accessibility - Designed to
ensure easy use for people
with special needs

N _



IDV Is Not Only for Clients
Anymore—It's for the
Workforce as Well



In the Era of Remote Work, Staffing
Brings New Challenges

Fake identities in

SE ]
y IDE Al
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Ghost employees siphoning ,
payroll funds L\ %ﬂmm

Insider threats exploiting
falsified credentials



- Customer Success Story

120.000+ | Challenge
’ emp Oyees The Bank has more than 120,000 employees worldwide. They travel a lot
g |Oba| |y between offices or relocate to different offices. The bank was looking for a

solution to replace the manual procedure for obtaining a bank access key with a
remote automated process for its frequently traveling employees as a part of
their onboarding and access control processes.

Exclusion of Solution

manua| CheCkS 2/ Regula Document Reader SDK and Regula Face SDK were integrated into the
internal mobile app for document scanning and verification and selfie liveness
checks in order to get bank access keys remotely.

Result
Employee m0b|||ty The Regula solution helped to completely eliminate all manual identity
. verification steps for the employees. The time for self-identification was
|ncreased significantly reduced, and the level of employee loyalty and mobility was

significantly increased.




Summary

Control of the data source has Digital identity will continue gaining
become the cornerstone of momentum and verification
defense against deepfakes methods will broaden

It's not all about deepfakes: G Age verification regulations are
Traditional threats still dominate tightening

The importance of Al and ML tools
will keep growing

m IDV will become a part @ IDV is not only for clients

of a more complex security anymore—it’s for the
ecosystem workforce as well

@ User experience is one

of the priorities

@ Customer Journey Orchestration
will be inherent to IDV



Questions?
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Thank you!

Decades of Forensics for Seamless Identity Verification.
eg U a Bringing together 30 years of experience in forensics, border control

and business, to create industry standards to trust and follow.



